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Welcome

1.1 About WatchDog Console 3.1

The WatchDog Console is installed on a Windows-tt&&€. The Console automatically
monitors multiple remote devices. Users acces$\taeehDog Console Server through a
browser to view the consolidated presentation efrtionitoring devices. The Console
accesses devices using their IP addresses.

Easily Monitor Dozens of Sites

Monitor and control multiple mixed-type devicesrfrone web-based application.
Easily upgrade remote devices.

Multiple Sites 113.23.34.56

6 124.3.3.5
Server\

View Multiple Sites 125.3.3.6

Multiple Cabinets

Specific data consolidation features

Continuously log all sensor readings to on-disk Sfatabase.
Compare sensor readings across devices with aestduzk view.

Graph sensor readings across devices with overdbjppegraph view.
Security Cam view displays thumbnail array of alhoected web-cams.
Color-coded bars indicate the current alarm sthtkewices.

Fact Sheet

All functions available from a web-based interface.
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Supports up to 200 devices.
Automatically detects changes in remote sensoaslatl to devices.
Automatically recognizes the firmware of each reenmit to upgrade.

Server Requirements

Runs as a Windows service. Can be started andesddappmotely.
Supported on Windows XP/2003 Server platforms.
Requires at least 512MB of memory, 200MB of diskleding log files.

Server Recommendations

Less than 20 remote units:

P4 CPU, 2GHz, 512MB, or equivalent, select SQL CE
20-75 remote units:

P4 CPU, 2.8GHz, 1GB, or equivalent, select SQL CE
More than 75 remote units:

C2D CPU, 2GHz, 2GB, or equivalent, select SQL Egpre

Variety of ITW Devices Monitored

The web-based WatchDog Console 3.1 device manetgeydu remotely manage
multiple devices of mixed types. Using WatchDog €a, you can view all device
types and current rmware versions.

Most ITWatchDogs devices and sensors are supported:

WeatherDuck

WeatherGoose

SuperGoose

MiniGoose

MicroGoose

PowerEggs

All remote sensors

EM products after v 1.60

All type Il products of Goose family
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1.2 List of Changes from Version 2.55

Compatible with new ITW products

Recognizes all Weather Goose 1I™ and EM products.

Set alarms on all Weather Goose II™ and EM products

Push firmware upgrade on all Weather Goose 1™ petsland EM products.
Log data storage in SQL database

Log data storage in SQL Compact Edifiam Express Editiondatabase.

Log data archived in SQL database files. All histairdata can be stored in

archive files.

Log data accessible with standard SQL-capable foolsser analysis.

Choice of archive threshold — up to 30 days.
Graph and view up to one month of data.

Multi-level login
Read/Control/Admin level access to Console.
Temperature units
Temperature units are user-selectable
o Fahrenheit
o Celsius
o0 Same-as-Server
o Both
Firmware upgrade enhancement
Abort option for firmware upload. Admin can termiedatch firmware uploads.

HTTPS capability

Encrypted communication with all remote units.

Add camera username/password in Config page.

Camera username/password can be stated in thegQrage.

! Microsoft SQL Compact Edition is free and installeith Console. It does not interfere with other StQht is
running on the same computer.
2 Microsoft SQL Express Edition is free. It needsaege installation before Console 3.1 is installed.
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Installation
2.1 Instructions on First Time Installation of Con®le 3.1

You need to be an administrator to install the ©tns

If you have installed a previous version of Consplease go directly to the next section
“Instructions on Upgrading to Console 3.1".

To install the new Console 3.1 on a computer rupiifindows (XP, 2003 Server),
double click the WatchDogConsolelnstaller_v3.1.#eeyou previously downloaded.

The installation for the Console 3.1 starts with:

g WatchDog Console Setup: Installation Foldern Q|E|E|

| Choose a directory to install in:

Destination Folder

I”_:\Program Files!watchDog Console!

Space reguired: 26, 3ME
Space available: 10,.8GE

Click Next, select a SQL Server for database. Tdfaudt is SQL Compact Edition (CE).
If you have more than 75 remote units, SQL Expiesscommended and has to be
installed separately before installing Console Bdr.details of choosing between SQL
CE and Express, please refer to Trouble Shooting @&ction of this manual. For
details of installation of SQL Express, pleasenr&eSection 2.3, Installation of SQL
Server Express.
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g WatchDog Console Setup: Installation Options E_||E|PE|

_ Select the data base type. The default is SOL Compact Edition. IF vou have
maore than 75 remote units, SOL Express is recommended and has ko be
installed seperately before this installation.

S0 Expr installation see Manual,

Select components ko install; Server Compack Edition
|:| use 0L Server Express Edition

Space reguired: 26, 3ME

e e

Click Next, then click “I Agree” on License Agreentg

g WatchDog Console Setup: License Asreement E_||E|PE|

| License Agresment For WakchDog Consols:

SALES TERMS AND CONDITIONS AGREEMENT A

Thiz agreement containg the terms and conditions that apply to your
purchase from IT Watch Dogs, Inc., Ine. ("IT Watch Dogs, Inc.") that
will be provrided to wou ("Customer™) on product orders. By accepting
delivety of the products described on the invoice, Customer agrees to
be bound by and accepts these terms and conditions. THESE TERLS
AND COWDITIONS WILL AFPLY (a) UNLESS THE CUSTOMER HaAS
SIGHED A SEPARATE FORMAL PURCHASE AGREEMENT WITH
[T WATCH DoOGE, INC. [N WHICH CASE THE SEPARATE

ACGREEMENT BHALL GOVERN,; OF (t) UNLESS OTHERIT WATCH
Tt THIC 9T A WMT A BT TERRAS AFRT W T THE TR & W9 A TTOH

e )i

After a few seconds, the Console 3.1 installatsooampleted.

|p;—-' WatchDog Console Setup E|

WatchDog Console installation complete,
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You should be able to access the Console 3.1 fromwaser using the URL
http://localhost:8090

The first time you install the Console, you will &gked for the License. Type in the
license and other information required. Save thenise information for future reference.

After the new Console is installed, it will ask fousername password for first time login.
Use the default username/passwaddnin/console2500nce logged-in, you can change
it to your preferred username/password on the Qardtion Page.

After login, you can go to the Servers Page andthedsoose you want to monitor.
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2.2. Instructions on Upgrading to Console 3.1

You need to be an administrator to uninstall/ingted Console.

To upgrade to Console 3.1 on a computer runningddiws (XP, 2003 Server), double
click the WatchDogConsolelnstaller_v3.1.exe fileiyweviously downloaded. Note that
you should not start installation if the previoassole is in the middle of running a
firmware upgrade or waiting to retry an upgradéh same Goose.

The installer will automatically remove any prevsotersion of Console that may be
installed.

WatchDog Console Setup E|

"'_-, WatchDog Console is already installed,

Click " Ok to remove the previous version ar “Cancel” ta cancel this upgrade,

[ o | [ Cancel

Click OK.

' WatchDog Console Uninstall: Confirmation E||E|E|

This will uninstall WatchDog Consale,  Hik Uninskall ko continue,

ninstalling Fru:um:| C:\Program Filesw'atchDog Consaole),

Cancel ¢ Uninstall

Click Uninstall. When uninstall is completed, cliCkose,
Note: Selecting “close” will continue the instaitat process.

Copyright© 2009 ITWatchDogs 9



F WatchDog Console Uninstall: Completed

Now the installation for the Console 3.1 starts,

i WatchDog Console Setup: Installation Folder |Z||E|fz|

| Choose a directary ta install in:

Deskination Folder

:Z:'IF'r'I:u:lr'arn Filesi'WatchDog Consale! | [ Browse, ..

Space required: 26, 3MB
Space available: 10.8GE

Click Next, select a SQL Server for database. Téfaudt is SQL Compact Edition (CE).
If you have more than 75 remote units, SQL Expiesscommended and has to be
installed separately before installing Console Bdr.details of choosing between SQL
CE and Express, please refer to Trouble Shooting @&ction of this manual. For
details of installation of SQL Express, pleasemr&eSection 2.3, Installation of SQL
Server Express.
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g WatchDog Console Setup: Installation Options E_||E|PE|

_ Select the data base type. The default is SOL Compact Edition. IF vou have
maore than 75 remote units, SOL Express is recommended and has ko be
installed seperately before this installation.

S0 Expr installation see Manual,

Select components ko install; Server Compack Edition
|:| use 0L Server Express Edition

Space reguired: 26, 3ME

e e

Click Next, then click “I Agree” on License Agreentg

i WatchDog Console Setup: License Agreement E||E|E|

| License Agreement Far WatchDog Console:

SALES TERMS AND CONDITIONS AGREEMENT A

This agreement containg the terms atnd conditions that apply to your
purchase from [T Watch Dogs, Inc., Ine. ("IT Watch Dogs, Inc.™) that
wrill be provided to you ("Customer™) on product orders. By accepting
delivery of the products described on the invoice, Customer agrees to
ke bound by and accepts these terms and conditions. THEZSE TERRE
AND CONDITIONS WILL APPLY (&) UNLESS THE CUSTOMER HAS
SIGNED A SEPARATE FORMAL PURCHARE AGREEMENT WITH
[T WATCH DOGS, INC. IN WHICH CASE THE SEFARATE
AGEEEMENT SEHALL GOVERN, OR (1) UNLESS OTHERIT WATCH

Twmwe= ThI™ LT ANTIART TRRWLS APPT W Tim THE TR & BT A T TTMR

o ) ime

After a few seconds, the Console 3.1 installatsocompleted.

iis' WatchDog Console Setup E|

WakchDog Console installation complete.
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The updated Console uses the same port numbee aseVious version. If you are using
the default port, you should be able to acces€tresole 3.1 by typing
http://localhost:809@n a browser. All the methods previous used t@ssgour console
previously should be working now. All the usernapasisword and previously
configured Geese should be the same in the nevol®ns
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2.3. Installation of SQL Server Express

You must have administrative rights on the comptdenstall SQL Server Express. You
need to install Microsoft .Net Framework 3.5 SPindléws Installer 4.5, and Windows
PowerShell 1.0 before installing SQL Server Express

1. Install Microsoft .Net Framework 3.5 SP1 at
http://www.microsoft.com/downloads/details.aspx? Faist=AB99342F-5D1A-413D-
8319-81DA479AB0OD7&displaylang=en

2. Install Windows Powershell at
http://www.microsoft.com/windowsserver2003/techmpés/management/powershell/do

wnload.mspx

3. Install Windows Installer 4.5 at
http://www.microsoft.com/downloads/details.aspx? Bgib=5a580b56f-60b6-4412-
95b9-54d056d6f9f4&displaylang=en

4. Install SQL Server 2008 Express Edition at
http://www.microsoft.com/Downloads/details.aspx?igid=01AF61E6-2F63-4291-
BCAD-FD500F6027FF&displaylang=en

5. Run the installer with these command-line opgion

SQLEXPR_x86_ ENU.exe /ACTION=Install /[FEATURES=SQIdtme
/INSTANCENAME=SQLExpress BROWSERSVCSTARTUPTYPE=Antatic
/ISQLSVCACCOUNT="NT AUTHORITY\NetworkService"
/ISQLSVCSTARTUPTYPE=Automatic/NPENABLED=1 /TCPENABD=0
ISQLSYSADMINACCOUNTS="BUILTIN\ADMINISTRATORS" /QS

6. The /QS option tells the installer to skip alkgtions (since the non-defaults have
all been specified on the command-line) and doait Yor you to click Next. If the

install fails, take the /QS off and walk througle thdividual steps to see what went
wrong.

7. When the install finishes, check that the SQtv&eservices are running by

running the Services console and confirming that'‘8QL Server”, “SQL Server
Browser” and “SQL Server VSS Writer” services araning:
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4, Services Ol =
=10l x|

File  Action Wiew Help

<::""'||@|@|> P oE Il om

% Services (Local) Mame | Descripkion | Skatus | Skartup Type | Log On .ﬁ.sil
Secondary Logon Enables sk...  Started Aukamatic Local Suwste
%Security Accounts Manager The startu,.,  Started Aukamatic Local Suwste
%Server Supports fil,.,  Started Automatic Local Svyske
%Shell Hardware Detection Provides m..,  Skarted Aukamatic Local Suwste
%Smart Card Manages a... Manual Local Servi
%Special Administration Console Hel,.,  Allows adm. .. Manual Local Suwste
%SQL Active Directory Helper Service  Enables int... Disabled MT AUTH..
%SQL Server (SOLEXPRESS) Provides st,.,  Started Aukamatic MT ALTH..
%SQL Server Agent (SOLEXPRESS) Executes j... Disabled MT AUTH..
%SQL Server Browser Provides 5..,  Started Aukamatic MT ALTH..
%SQL Server W55 Writer Provides th..., Started Autornatic Local Svyske
%System Ewent Motification Monitors 5., Skarted Aukamatic Local Suwste
8. Install the Console app and confirm that consel®ice is running:
3, Services =10l x|
File  Action Miew Help
ce=»EHERBERE 2B » 5 1 =
4 Mame  # | Descripkion | Status | Startup Type | Lag On .ﬁ.sil
%\-‘irtual Machine Additions Serwices .., Provides o,.,  Started Bukomatic Local Syske
%Virtual Machine Additions Shared F... Provides s...  Started Aukornatic Local Syste
%\-‘Dlume Shadow Copy Manages a... fManual Local Syske
%WatchDug Console Started Aukomatic Local Syske
%Webclient Enables Wi, Disabled Local Servi__|
%Winduws Audio Manages a... Started Bukomatic Local Syske
Wimdmiine & me AT e L= Y LY, ESTN | L=l Sk
i) 3 r'
Extended j, Standard i
9. Check to see if any startup errors have occussedhecking the C:\Documents

and Settings\All Users\Application Data\WatchDognSaole\data to see if a file named
errors.log has been created there. If so, opefil¢hend diagnose the problem.
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Console Tabs

3.1 Logging On
By default, the web interface is accessible on O8O of the computer on which
WatchDog Console is running. Therefore, if the niaels callecbarney , the URL of
the web application will be as follows.

http://barney:8090

The first time you log in the Console will not kn@lsout any existing ITWatchdogs
products. You will need to tell the Console whigbgucts to monitor. The “Servers”
page describes how this is done.

Copyright© 2009 ITWatchDogs
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3.2 Consolidated Home Overview

The 'Consolidated Home Overview' page gives the aisep-level view of all the units

WatchDog Console knows of. There are two majorldispptions for this page:
Cameras and Normal Readings.

Show Cameras and Normal Readings

WatchDog Console displays any camera images a$sdaiath the units and
each of their sensor readings.
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Don't Show Cameras but Show Normal Readings
No camera images are displayed. Only the consalerigi¢ion and status along
with all sensor readings are displayed.

e | S| g | o L | e s | o i | o [
Consalidnied Homes Vi

Cameors images: Show T T Doel Show
Hormal Raadegs. Show © 7 Dol Snoer
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Show Cameras but Don't Show Normal Readings
Sensor readings at normal levels are not displa@eti, camera images and near-
alarm-level or alarm-level readings are displayed.

Hove | Stibes Diapk Barars Logs  Frvwies  ddewd ool | Helg  Legent

Consoliduied Homs View

Caversimages; Stow T 7 DpeT S
Hermal Paskegs: Shew © F Doel Shes

Alarm Notifications

SUPE PO |

SusahonaR-tE

Normal Motifications

| REF | | MiniGoeia |

Don't Show Cameras and Don't Show Normal Readings
No camera images are displayed. Only the consderiggion and status along
with all sensor readings are displayed.

Hore | Btmbes Oraph | Barers Lags | Fewaes | Slewrs  Conly | Help Lages

Consoliduied Homss Vigw

Cavarn ages Shos T F Doel S
Hermal Raakiegs: Stem © F Doel Show

Alarm Notifications

| SUpETGOOSE |
Superioase-83
Tiamgsir o 01 L
Temperanrs §F| [ 19 |
Yy
Hormal Motifications
| i £ e
Power X Daffa e i 0

All units are placed into one of three categoriegahding on their status: Alarm, Error,
and Normal Notifications.
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Alarm Notifications
Units under this notification class either havppgad alarms, near-tripped alarms,

or a combination of them. All tripped and near{peg alarms are listed.

Error Notifications
Units under this notification could not be contalctiiring their last refresh. The

causes of this could be due to the unit itselfrasponding, or the network path to
the unit being down.

Normal Notifications
Units under this notification responded normallyidg their last refresh and

contained no tripped or near-tripped alarms.

3.3 Status

The 'Status' page shows real-time data for a gge@isor measurement. Examples of
sensor measurements are: 'Air Flow', 'Temperaturght', 'Watts', and 'Volts'.

Horvar | Stabes  Oiiph | Baris Logi | Fervws Sl ol | Hels Lageat

Sensor SLabus
Sedom Sensan | Torgoaes (F1 =]

- Tripped |:|a|n.:.u Tripped

- Tamparatre (I}

BE

You can select any measurement from the drop-dawatithe top of the page. The list
of possible measurements is determined automaticaied on what units WatchDog
Console knows of. An icon representing the sensoiss device is shown along with the
user-defined label that was given to the unit #essr is located on. Clicking on a sensor

will take you to the webpage of sensor's host unit.

The color key at the top of the page can help yookly determine whether a given
sensor is in a normal, tripped, or near trippedddmn. Sensors that are unplugged are

also marked as 'UNAVAILABLE' along with their ldghown value.

The list can be sorted in ascending order by measemt name or value by clicking on
the corresponding column header. To sort the s@tteih descending order, click the

column header a second time.
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3.4 Graph

The 'Graph' page displays a historical view oatisor measurement data.

Horrw | Btibaa  Coapt | Bareta Logs | Frowien | Sdeva  Coaflg | Helg  Lagent

Ewnaor Gragh
Selootn Senwan [Tomgorstas (F :| Babacy Time Scaba: |4 H

&

FHTR -
ne '!I et |
J s

In the 'Graph' page, you can select any sensorurazasnt from the drop-down menu at
the top of the page. Additionally you can selepeaod of 2, 4, or 8 hours or 2, 4, 7, 14,
or 28 days. Note, you can only select as many haudays as there are logged data
points in the current database. Possible limitagdrs are WatchDog Console not
having aggregated sufficient data. Check the 'LisaiCFrequency’ setting in the 'Config’
page. You can select the remote server to displélye graph by checking the check box
below the graph. You can select at most 20 renereess.

3.5 Servers

The 'Servers' page lets you add units to WatchDags@le. A unit must be added from
this page for WatchDog Console to know about it.
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Use the "Add New Server" form at the bottom of plagie to add new unit to the list. You
may add a server even if it is currently not rugnihhe "Server Description” field lets
you add a custom label to this server. A typicbElavould be "Rack #4" or "Room 207."
You can select “HTTPS” if you prefer encrypted coomication with the remote unit
(Make sure the remote unit allows HTTPS firstydts do not supply the correct
username and password, the Console will still rezegthe unit and will provide limited
functionality. Use the "control" username and passiior more functionality on alarm
settings compared to “view-only” username passwohe "admin” username password
is for maximum Console functionality. If the urstmot password-protected, leave the
username and password fields blank. The "Portd filglfaults to 80.

The URL, Version, and Last Contacted Time are shimwveach added server. The status
description gives a message indicating any ernocsuntered the last time the server was
refreshed. A server is deleted by clicking its esponding 'Remove' button, which is

located on the far most right of each row. The @€tlink may also be clicked if you
wish to see the recorded data pertaining to thakese

3.6 Server Detalls

The 'Server Details' page lets you inspect consstiings and recorded information
pertaining to a specific server.

Select Server and Console Information
Use the 'Select Server' box to quickly move to seryer whose details you wish
to inspect. The information WatchDog Console haseated with the server is

also displayed here and may be easily updated.

Climate History Information
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This section allows you to inspect all the aggredatata WatchDog Console has
recorded for the selected server.

A link is provided to download all the sensor dataeach individual server. Also
provided is a record summary indicating the nunadfeecords for each server,
along with the time span the records cover.

You may browse through the records sequentiallyguie 'Prev Record'/'Next
Record' links, or you may jump to a specific recamgctly by inputting the
desired id number and hitting the 'Enter’ key. Tdeord's metadata indicates if a
successful record retrieval was possible or ifmarevas encountered, details of
the error. If the record was indeed successfutlyeneed then the server's
attributes are displayed.

Any configured cameras on the server at the tinte@fecord are also displayed
here. These are images taken for each cameraeatumnd the time of the record's
timestamp. If it was not possible to retrieve a eearimage at that time, then a
descriptive message is displayed instead of anemfagrthermore, virtually every
piece of information WatchDog Console knows abegarding all devices is
displayed in a tabular format.
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3.7 Logs

The 'Logs' page allows you to download all avaddbbs in a consolidated format.

A message notifying you of the time remaining befall log data are cleared is
displayed at the top. The frequency at which lo@g dacleared is controlled by the 'Log
Clear Frequency' setting located in the 'Configepa

WatchDog Console currently provides two data logslable for download. One is a log
of all sensor data for all servers collected sthe last log clear. The second is the event

log which contains information and errors pertagnia various WatchDog Console
functions such as the webserver, server refredinesyare updates, and alarm updates.

3.8 Firmware

The 'Firmware' page allows simultaneous updatingp@firmware of your units.
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The Firmware page lists all units that support ¥irsine updates. Located at the far-right
of each unit’s row is a selection box that allowsi yo select from any available firmware
versions that are applicable to that unit. Unitsse firmware has not yet been identified
will not show this selection box; the status ofsthenits will be marked as 'Not yet
identified." After you have made your firmware s¢iens for each unit, click the 'Update’
button located at the bottom of the page. This redjister your firmware selections with
WatchDog Console. Note that selecting a blank emtte unit's current firmware
version has no effect. The actual update procegs®éhe next time that unit is refreshed
by WatchDog Console and may or may not be initigegpending on if any firmware
update connections are free ( Please see the '@entlpdate Connections' firmware
setting in the 'Config' page for more details )e Tinmware update requires the admin
username/password on the device. If Console refféirtmware service not reachable"”
and the device is normal on all other pages, thecds username/password are probably
not set correctly. You can delete this device aaddd this device with the correct
username/password.

The last entry in the server list is labeled 'Allallable Servers'. Making a firmware
selection for this entry applies to all units whessus is marked as 'Ready’, that is, if the
selected firmware version is actually availabledagiven unit. Also, note that making an
'All Available Servers' selection supersedes andwidual firmware selections that you
may have selected but not yet registered with W2aghConsole.

The status of a unit whose firmware update is ogpass is displayed as 'Updating’ along

with the percentage of the firmware image uploaatetiat point. Following a complete
upload of the firmware image, a unit's status mshas 'Restarting’. At this point, the
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unit is rebooting and may take up to five minutesamplete. The firmware update
process is completed when WatchDog Console idestifie unit's new firmware after
the restart.

If an error occurs during a firmware update, th#'sistatus will change to a short
message. WatchDog Console will wait between tenfifteén minutes before making
another firmware update attempt; WatchDog Consdlecantinue making these update
attempts should it fail again. If a unit's firmwarpdate keeps failing after multiple
attempts, Stop Retry button can stop retry scheddter the retry schedule is stopped,
do not remove power from or attempt a manual rebbtte unit in question. Wait for at
least 30 minutes to try another firmware update.

If a unit that never comes back up after a redtaid,does not necessarily mean that the
firmware update failed. The unit may simply be takionger than usual to restart or
network connectivity from WatchDog Console to timit may have been lost. WatchDog
Console will continue to periodically check if aitnwhose status is labeled as 'Restart
Failed' is back up. However, if a significant ambahtime has elapsed and WatchDog
Console has still not successfully identified a whose status is labeled as 'Restart
Failed’, please contact technical support and doemove power from or attempt a
manual reboot of the unit in question.
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3.9 Alarms

The 'Alarms’ page allows you to set an alarm caméton for sensors of the same
measurement across multiple units.

First, select your desired filter options. The '§erlocation’ option filters the alarms
based on whether the sensor is internal or extéoreauinit. The 'Sensor’ filters the alarms
based on the measurement, such as airflow, humaitgmperature.

Legacy Goosgfirmware 2.xx)and EM Meter

Next, select any alarm displayed in the main lstlcking the checkbox on the
leftmost side. A selected alarm will appear asghlighted entry in the list. You
may at any time invert, select all, or select nohthe alarms by clicking on the
respective select option located above and toetti@1 the top-most alarm entry.
Furthermore, the alarm list may be sorted by anthefcolumn properties by
clicking the desired column; clicking the same omtuconsecutively reverses the
sort order. Note that tripped or unplugged senamgsdentified, along with their
last known value, under the 'Current Value' column.
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Once all of your selections are made, key in yasireéd alarm settings. Leaving
any of the 'Low Trip', 'High Trip', or 'Alarm Sett’ fields blank implies that you
wish to leave this attribute unchanged acrossall ylarm selections. Note that
an 'Alarm Setting' value with a buzzer is only apblto units that support buzzers.
For example, an 'Alarm Setting' value of 'Buzz&tM® Trap' is translated as a
'SNMP Trap' value on units that do no support &bua.ikewise, an ‘Alarm
Setting' value of '‘Buzzer' is translated as a e value on units that do not
support a buzzer.

Finally, click the 'Set Alarm' button to update y@elections; alarms that are in
the process of updating are highlighted in grayn# with alarms marked as
'updating’ will not accept any more alarm updatad the original updates are
completed.

Goosell (Firmware 3.X.yy)

In contrast to the old version of Goose, the nergioa of Goose can set multiple
levels of high or low alarms. In addition, multigenail addresses can be set for
each alarm. To set a new alarm, check the checkrbioant of the sensor inside
the table. Then chose the trip type, threshold,randication method below the
sensor table. Click Add/Modify Selected Alarms. Timecess can be also used to
modify the alarm. To delete an alarm, check thekl®x in front of the sensor
and alarm inside the sensor box, and then clicklidsSelected Alarms. The
corresponding alarm is deleted. Allow at leastd€bsds for the alarm to be
updated. The delay may be longer if you set m@tgdarms simultaneously.

Any units that do not support alarm update funcliy or are otherwise busy or
unreachable are listed under the 'Problems enc@mahtable located at the bottom of the

page.
3.10 Config

The 'Webserver Settings' section designates hovetMdaig Console responds to web
requests.

Listening Port
This controls the port on which WatchDog Consdéelns for web requests. The
default port is 8090.

Concurrent Connections

This value determines how many simultaneous webeslg WatchDog Console
will handle. A larger value may help speed up wesfponse times on computers
with faster CPUs and more resources.

Connection Timeout

This value is the maximum number of seconds WatghDonsole will wait for a
web request to complete. You may wish to increbsevialue if the network that
console is listening on suffers from consistentkpatoss.
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Password Protected

If set to "Yes", the user must authenticate wiffaasword in order to view any
page on WatchDog Console. If set to "No", any ug#rbe able to access any
part of WatchDog Console.

Administrator Password

This field allows you to change the administratasgword for WatchDog
Console. In order to change it, you must enterctireent password in the top box
and the new password in both of the bottom two boRé&ank passwords are not
allowed. The Default Admin username ‘admin' catr@thanged. Admin user
has full access to the WatchDog Console.

Control Password

This field allows you to change the Control usesgweord for WatchDog Console.
In order to change it, you must enter the currasspord in the top admin box
and the new password in both of the bottom two boBé&ank passwords are not
allowed. The Default Control username 'control'dirbe changed. Control user,
compared to View user and has access to the akttmgs features of WatchDog
Console.

View Password

This field allows you to change the View user passifor WatchDog Console.
In order to change it, you must enter the currasspord in the top admin box
and the new password in both of the bottom two boBé&ank passwords are not
allowed. The Default View username 'view' cannothanged. View user can
only view webpages and has no access to WatchDaogdlmcontrol features or
configuration.

Login Session Timeout

This value is the maximum number of minutes thlaigged-in user may be
inactive before his session expires. Once a sessipines, the user will have to
re-enter the administrator password. Enter O taldieslogin session timeout.

The 'Time Settings' section designates what WatghDansole knows regarding time.
Offset from GMT/UTC
WatchDog Console stores all internal times in GMT@Jformat. Therefore for
Console to properly display date and time inforovafior you time zone you must
give it an hour/minute offset from GMT.

The 'Display Temperature Unit' section designateg WatchDog Console handles
temperature unit.

Display Temperature Unit
WatchDog Console stores temperature unit in 4 wagsrenheit only, Celsius
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only, same as the unit, and both Fahrenheit ansiielThe selection is saved
and affects the display on Overview, Graph, Stand, Server Details page.
However, this setting has no effect on the Alarggd@he Alarm page is always
in "the same as the unit" mode, because valuestodezipushed to the Goose.

The 'Firmware Settings' section designates how aig Console performs firmware
updates.

Concurrent Update Connections

This value determines how many simultaneous firnrewgadate connections
WatchDog Console is allowed to perform. Users wiedto upgrade many units
and whose computer can spare the extra resourgewistato allow more
connections.

Archive Directory

This is the directory that WatchDog Console scanylid firmware zip archives.
If you add or remove any archives to this directamgnply click the 'Update’
button to rescan the directory.

The 'Log Settings' section designates how WatchCagsole handles its log aggregation
activities.

Log Archive Directory

This path indicates where WatchDog Console sawearithived data and event
logs. The default path is: C:\Documents and SetiilyUsers\Application
Data\WatchDog Console\data

Archive event logs after this many days

Archive data logs after this many days

These values determine how WatchDog Console tceggtg data before it
moves the data to an archive database file.

If “Archive data logs after this many days” is setl4 days, for example, the
monthly archive file will contain data covering gily a 30-day span ending 14
days prior to the end of the month appearing indgdile name. The span of
data in a given log file will change when the admiranges the log time, from 14
to 7 or 21 or 30 or whatever. Essentially, the rhiyniiog file will contain data
from the end of the previous month’s log file (wihiwas determined by the
“Archive data logs after this many days” that wa®ffect at the time the
previous month’s log file was terminated) up uttigé end of data in this month’s
log file (which is determined by the “Archive ddtes after this many days” that
is in effect at the time this month’s log file wiasminated.)

Log archive size limit

The archive files are kept until the “Log archiveeslimit” is hit. Then the oldest
archive file is deleted. The default size limitli3 GB and can be changed. Please
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be aware that the amount of disk space used mayradate very quickly if you
have many units.

Archive old camera images

If set, this option will suppress WatchDog Condoten keeping an archive of
your webcam images. This might save (or free upyaificant amount of space
if you have had WatchDog Console running for a longe or have several
webcams.

The 'Camera Password Settings' section designate$\latchDog Console changes
camera username password.

Camera Password Settings

If the Overview page and Servers Details page aydphable to Connegcbne
possibility is the camera requires a username pasikio login. Fill-in the
username password here can bring up the camerasnag

The 'License Settings' sections designates thedeeonfiguration for WatchDog
Console

Installed License
This section display information about the licettsa is currently installed in
your WatchDog Console system.

New License
Use this form to install a new license.

Copyright© 2009 ITWatchDogs 30



Trouble Shooting Q&A

Administration

After the new Console is upgraded, it asks me floicanse.

Your license is still in file config.xml in C:\Progm Files\WatchDog Console
Copy it to C:\Documents and Settings\All Users\Apgiion Data\WatchDog
Console. Try again to re-access the Console 3.1.

After the new Console is installed, it asks meddefault username password
Use the default username/passworddrhin/console250

None of my previous Goose shows up in Console 3.1.

You previous Geese information are still in filevars.xml in C:\Program
Files\WatchDog Console. Copy it to C:\Documents Settings\All
Users\Application Data\WatchDog Console. Try agaibrowse the Console 3.1
“Servers” page.

| forgot my admin username/password. (The persom kmows it has left.)

For Console 3.1, you can try username “reset”,ywask your Console License
(in file config.xml at C:\Program Files\WatchDog 1@&mle or C:\Documents and
Settings\All Users\Application Data\WatchDog Coresol

Otherwise, please email or call customer service.)

| have lost all license data. What should | do?
Please have your purchase information ready ahdustomer service.

The Console installation process failed. The newd0te is never installed.
Please make sure that you are logged in as amadrator on the computer.

| cannot access the Console webpage from anotihegpwder. What happened?
Double-check the firewall and browser proxy sesing that computer.

Firmware

How to update Goose firmware in Console

First, you need to go to ITWatchdogs webpage tordoad the latest version of
firmware. http://www.itwatchdogs.com/dl_wxg.shtml

Go to Console Config Page- Firmware Settings - ArelDirectory, type in the
full path of the directory where the above zip 8kved. Click “update”. Then go
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to Firmware Page, you should be able to see a dwpdbox listing all the
firmware available for each Goose.

If you need to upgrade firmware on many Goose ptrgone of them first and
watch the process. Then, select all other Geespdate; the Console will handle
it automatically and schedule the tasks in bat¢aemsost 4 Geese in one batch).
If an update was somehow not processed without,am® Console schedules a
retry to this Goose.

Updating as many as 99 Geese may take as longasta complete. If you only
have 10-20 Geese, they should take 1-2 hoursighfin

Sometimes, there could be some Geese left inyalogtp because of internet
traffic and difficulty in contacting the specifico®se. You can stop the retry
schedule by clicking the “Stop Retry” button. ThenSole will stop all firmware
actions before next scheduled retry loop startterAhe retry schedule is stopped
do not remove power from or attempt a manual rebbtite unit in question.
Wait for at least 30 minutes before trying anotimenware update.

A unit that never comes back up after a restars chme necessarily mean that the
firmware update failed. The unit may simply be takionger than usual to restart
or network connectivity from WatchDog Console te tinit may have been lost.
WatchDog Console will continue to periodically ckefca unit whose status is
labeled as 'Restart Failed' is back up. Howevex significant amount of time has
elapsed and WatchDog Console has still not suadbsafentified a unit whose
status is labeled as 'Restart Failed', please cioizhnical support and do not
remove power from or attempt a manual reboot ofthiein question.

If the Goose is only reachable by ping after theyr®op is stopped, please call
customer service 512-257-1462.

Firmware Page says$-rmware service not reachabll@his is because the
firmware update process cannot be initiated, wigasually caused by
inconsistent administrator username/password bettveeGoose and the
Console Servers Page. In Servers Page, you c&n'Digtails” to reach each unit
and change the username/password for the Goose Ggmtomers configure
their Geese sharing the same IP address but diffpogt number. In this case,
you will only be able to update the firmware for &tteer Goose 1I™ products,
because the other products use ftp to update firmwehich requires port 20 and
21.

Remote Unit Display Problem
Camera image say$)hable to Connett

Some customers have experienced “Unable to ConrndeKe sure the camera
image is correctly shown on the Goose. Anotheriptesseason for this problem
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is the camera is password protected. You can #émtarsername/password for
that camera in the Config Page. Another reasdmei€amera type is not set
correctly in the Goose Config Page. If this is ¢thse, you should see the broken
image in the Goose Sensor Page.

Server Page say3he remote server returned an error: (404) Not BSun
Occasionally, the excess network traffic can causes to not respond quickly for
Console’s needs. It is OK that this happens ocoaflio If it happens constantly
or never goes away, check in your network connestiMake sure the Goose
responds correctly in the browser when clickingXihL link on the Goose.

How much disk and memory space does the Console @se

The largest part of the disk space is used by #ét@badse. The MS SQL CE can
only handle up to 4GB database file. This is uguatiough to hold 1 month of
data (excluding the image data). The Console \etliqulically store the data into
an archive database file if the data in active lokda file are old enough. You can
control this in the Config Page “Archive data lagter this many days”.

The memory usage is usually around 100M to 200M@if only have a dozen
Geese. This may increase to several hundreds off W21 monitor more Geese
in the Console.

How does Console archive SQL database file?

The “Archive data logs after this many days” colstfmow long the data is kept in the
active database (in other words, the databasedlatan graph on the graph page or
the server details page). After that number of dtyesdata gets moved out to the
current month’s archive file. The archive file naiméArchive-SnapshotStore-
YYYYMM.sdf” where YYYYMM is the time when the dataeas moved into that file.
The archive files are kept until the “Log archiveeslimit (in MB)” is hit. Then the
oldest archive file is deleted. Note, for all avdd data files no camera images are
stored. Only the active database has camera insagesl and you can view them in
the “Server Details” page.

.sdf files can be read by the tools that come ®{L Server 2008 or SQL Server
2008 Express Edition or SQL CE 3.5. Using theséstabcan be analyzed or directly
imported into SQL Server. The password is “itwCde260”.

Why | cannot graph very long data?
In the 'Graph' page, you can select any sensorurezasnt from the drop-down
menu at the top of the page. Additionally, you salect a period of 2, 4, or 8 hours

or2,4,7, 14, or 28 days. Note, you can onlyeds many hours or days as there are
logged data points in the current database. Pedamiting factors are WatchDog
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Console not having aggregated sufficient data. Kkiee'Log Clear Frequency'
setting in the 'Config' page.

How do | set Alarms on Weather Goose || ™?

In contrast to the old version of Goose, new vergsibGoose can set multiple levels

of high or low alarms. In addition, multiple emaddresses can be set for each alarm.
To set a new alarm, check the check box in frothefsensor inside the table. Then
chose the trip type, threshold, and notificatiorthnd below the sensor table. Click
Add/Modify Selected Alarms. The process can be atsm to modify the alarm. To
delete an alarm, check the check box in front efsénsor and alarm inside the sensor
box, then click Disable Selected Alarms. The cqroesling alarm is deleted. Allow

at least 10 seconds for the alarm to be updatezld€fay may be even longer if you
set multiple alarms simultaneously.

What is Multi-level Username Password?
See section 3.10 (Config).
What is WatchDog ConsoleLite?
The WatchDog ConsoleLite is a trial version of Wdog Console. It does not
require a License and is free to use. The Cons@elrly supports up to two remote
units.
How do | set the Console in Demo Mode?
Some customers want the console to be in demo nsodbat the public can

experiment with it but cannot change critical imf@tion or settings, and will never
log out. Sedttp://67.79.205.66:8090

You can do this by creating a file named “lock” @dension) in directory
C:\Documents and Settings\All Users\Application®@latchDog Console. If there
is such a file, Console will be in demo mode, ifsuzh file, Console is in normal
mode.

SQL Compact or SQL Express database, which shoulddhoose?
SQL Compact Edition is free and installed with Gaaslt does not interfere with
other SQL servers that may be running on the sampuater. Pros: easy installation;
Cons: all the remote units are sharing the sameemion and performance may
suffer with large numbers of remote units.

SQL Express Edition is free. It needs separataliasibn before Console 3.1 is
installed. SQL Express is recommended for monitgpaharge number of remote
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units (from more than 75 to up to 200). Pros: Thewe connection pool, so less delay
is experienced. Cons: Installation and configurabb SQL Express Server is fairly
complicated. Previous experience with SQL is désire
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